How to make fun of a scammer ? Follow this steps:

When you receive an e-mail from a scammer trying to get
your bank information (username and password) to steal your
money. That e-mail may look like this: (GO TO NEXT PAGE)



As you can see, the e-mail looks like it was sent by Bank of America and it will
ask you to follow THIS LINK:

Previous | Mext | Back to Messages

This message is not flagged. [ Flag Message - Mark as Unread | Printable View
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From:

To: webhosting-userform@victimsofexpedia.com
Subject: Urgent Banking Motification From Bank of America

Date: Tue, 08 Jul 2008 15:26:27 -0400

Bankof America %%~

Dear Bank of America customer,

We would like to notify you that Bank of America carries out customer details confirmation procedure that is compfllsory for all our
customers. This procedure is attributed to a routine banking software update.

Please visit our Customer Verification Form using the link below and follow the instructions on the screen.

http:fwwwS bankofamerica. com/confirmdetails. jsp?referrer=4 0udfwhenzralWvedsohsbDgzknzbehodmjdlzcOkhb

Bank of America Customer Service




That link will send you to a “phishing site” where, if you
introduce your bank information, the scammer will collect that

data to empty your bank account. See how a “phishing site”
looks like: Go to next page



At the first glance the “phishing site” looks legitimate and has boxes where you need to
introduce your bank information \
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Confirm your Bank of America credit/debit card defails

This page is the beginning of the procedure for confirming your bank custorfier deta 5.\
Flease complete all the fields in the form below.

All fields must be filled in.
When you have finished entering the details, click an the "Confirm™ buttan bglow the form) t§ finish the confirmation procedure.

An asterisk (*) indicates a required field.

O personal
* Type of banking: () small business
O corporate & institutional

* Select your state: | Selectyour State + |

*Your ATM or Credit Card Number: | ‘
* Exiration date MMIYYYY: |+}1 v| ;|2{|-|}? vl ‘l

* Your ATM or Credit Card PIN: | |
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Fill the boxes with “fake data”:

S A M |§, http:wawlil.I:nank;:-hmeri-:a.n:n:-m.tg.rpeﬂ.euﬁ:Dnﬁrmdetailmast=4£ludfwhenzra'n.f'.n"-redsahshDgzknzhehn:ndmjdlchkhl:n v| || X |

: Links @& | Add to Connotea  [[3) Shortcut to Shared Documents @ | Click hergto utmore! g | NameCrive.com

File Edit WView Favorites Tools Help

'i‘:f dbr [ ﬁ Bank of America | Your Credit/Debit Card Details Confi... l l

B - B & v [hPage - (o

=
Bankof America ){Higher Standards

Online Banking

Confirm your Bank of America credit/debit card details

This page is the beqginning of the procedure for confirming your bank custgmer detajls. ‘

Flease complete all the fields in the form below.
All fields must be filled in.

When you have finished entering the details, click on the "Confirm™ button ﬁJelnw theform ta

An asterisk (%) indicates a required field.

* Type of banking:

* Select your state:

=Your ATM or Credit Card Number:

* Exiration date MMYYYY:

*Your ATM or Credit Card PIN:

® personal

(0 small business
O corporate & institut&pal

finish the

|Texas V| ¢'

onfirmation procedure.
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As you saw, instead of introducing my bank information | put a the following data:

*Your ATM or credit card number: www.victimsofexpedia.com

*Your ATM or credit card PIN; ****®xxses® (www.expedianews.com)

In this case, I'm sending the scammer the address of two websites
(www.victimsofexpedia.com and www.expedianews.com ) devoted alert people
about scammers and fight and make fun of scammers.

Alternatively, simply put fake data like this: GO TO NEXT PAGE



Fill the boxes with “fake data” and send the scammer a nice “FUCK YOU”
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Confirm your Bank of America credit/debit card|details

This page is the beginning af the procedure for confirming your bank cugtomer detail \
FPlease complete all the fields in the form below.

All fields must be filled in.
When you have finished entering the details, click on the "Confirm”™ buttgn below the formitd finish the confirmation procedure.

v

® personal
*Type of banking: () small business
O corporate & institutiogal

An asterisk (*) indicates a required field.

* Select your state: | Texas V|

*¥our ATM or Credit Card Number: |D[}DD[}[}DD[}|}-DDD[}-DD ¢—‘ F U ( : KY O U

* Exiration date MMYYYY: |11 w |/ 2010 v%ﬂ

*Your ATM or Credit Card PIN: [sssssssl |
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After you click “confirm”;

You will be re-directed to another website. Maybe the legitimate Bank of America
website to make you believe the e-mail was legitimate. This is important for the
scammer to earn the necessary time to empty your bank account.

And, if you introduced fake data, the scammer will receive a link to your website
or a nice FUCK YOU scammer. GO TO NEXT PAGE



This is the page you will see after you press “confirm”
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Online Banking

Easy. Secure. Free.

Enter Online ID:

[]save this Online ID

Account in:
| v

Where do I enter my Passcode?

Reset Passcode

Your Privacy & Security

Our =ecurity commitment

Morton Internet Security
2008 - Free Trial

Monitor & manage your
credit

Report suspicious email

ATM= & Banking Centers
) ATM= (¥) Banking Centars

m‘uiewdemn | Learn more

Fargot or need help with your ID7?

SMALL BUSINESS #

: CORPORATE & INSTITUTIONAL » :

BankofAmerica %%

Checking

Savings & CDs
Credit cards UPDATED
Mortgages

Home equity
Perzonal loans

IRA=

Inwvestment Services
Insurance
MyExpression Banking
More options =

Open an account >

Products & Services

Earn rewards faster than ever.

The Bank of America™ Acceleratad Rewards™ Amearican Exprass™ Card

ABOUT BANK OF AMERICA ¥

R

= Eam 1.25 points for every $1 in net retall purchase dollarss

Earn rewards faster than ever, The Bank of America®

mare

b | Accelerated Rewards™ American Express® Card, Learn

Fees and processes
Order Check Card
Cnline Investing

Online Banking >
Viewing your accounts
Accessing credit cards
Pavying bills online
Tracking your expenses
Us=ing Mobile Banking
Cnline Banking demo

Enroll in Online Banking

Manage Your Accounts Achieve Your Goals

keep the Change®
Buying a home
Searching for a home
Retirement Center
Flanning for college
Student loans
Purchasing a car
Consolidating debt
All financial goals =

Small Business Online
Community =

ttps: fwww. applyonlinenow, com JUSCCapp/CHjentry?sc=FACD7L&cm_sp=Cons-CC-_-Card - BAC Amex-_-CCT1HM19_card-bac
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Send this file to all your relatives and friends. They will
appreciate this information.

Available also as PDF at:
http://www.victimsofexpedia.com/OS/phishingalert. PDF




